Restrict Core Dumps

Ensure core dumps are restricted

1. Edit the /etc/security/limits.conf and /etc/sysctl.conf files, adding the lines below

/etc/security/limits. conf

* hard core 0

/etc/sysctl. conf

fs.suid dumpable = 0

Active kernel parameter

1. Active the kernel parameter by running the following command

sysctl -w fs.suid dumpable=0
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